

mailto:jeremy@firetail.io

JEREMY SNYDER

MY STORY

> UNC BA ‘97, GMU MBA ‘04

» 1998-2004 TRADOS (lang tech)

» 2005-2006 Rivermine (telecom)

> 2006-2010 Twinity (metaverse)

» 2010-2011 AWS (30x MRR)

» 2014 REAN Cloud ($1M in 6 mos)
» 2016-2020 DivvyCloud (20x ARR+)

» 2020-2021 Rapid7 M&A (3 deals)




THE LANDSCAPE &
[HE PROBLEM




APIs ARE EVERYWHERE

- EVERY MOBILE APP

- EVERY loT DEVICE

- MODERN WEB APPS

- REFACTORED ENTERPRISE
APPS

- CLOUD-NATIVE APPS
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THE RISE AND RISE OF APIS

> Private APl volumes are predicted to overtake public APIs
> F5 estimates 200M APIs exist already, growing to 1.7B active APIs by 2030

> APl economy (Twilio, Plaid, data-as-a-service): Currently > 50,000 public APIs
in the world, with 40 more public API services per week

Source: https://iot-analytics.com/2021-global-iot-spending-grow-24-percent/, https://nordicapis.com/tracking-the-growth-of-the-api-economy/, https://www.goodbarber.com/blog/the-growth-of-mobile-apps-what-do-statistics-
say-a1095, https://www.forbes.com/sites/tomtaulli/2020/01/18/api-economy--is-it-the-next-big-thing/?sh=711ec09842ff, https://cisomag.eccouncil.org/api-security/, https://www.globenewswire.com/news-

release/2020/10/22/2112642/0/en/API-Management-Market-to-reach-US-21-68-billion-By-2028-Global-Insights-on-Trends-Expansion-Plans-New-Product-Launch-Growth-Opportunities-Key-Players-Value-Chain-Analysis-and-
Futur.html, Tyler Jewell, MD Dell Technologies Capital
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Volume 7, Issue 4

[State of the Internet]

API: The Attack Surface
'  That Connects Us All

Source: Akamai State of the Internet Report 2021
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CRAWL -> WALK -> RUN /O)

EVOLUTION TO OUR CURRENT STATE

90s 2000s Today

App EDI SOAP & XML  REST/ GraphdL &

JSON

Model Webh 1.0 Client/ server  Distributed, API-

centric

Infrastructure Data center/ co-lo  Virtual machines Serverless
functions /

containers

©2022 FireTail Inc, All rights reserved.



S0 WHAT IS AP
SECURITY?



SURVEY RESULTS

TOP 6 PROBLEMS WITH APIS, REPORTED BY CIS0S

1. Lack of APl inventory

Enforcing perimeter security (gateway+logic, not firewall)
End-to-end tracing of code to API

Number of required security configs per API

. APl change management, security implications

o U A W N

Gap between developers and security teams



CORE PRINCIPLES OF CYBERSECURITY FOR NEW ATTACK SURFACES

APPROACHES T0O SECURITY POSTURE MANAGEMENT

DISCOVERY VISIBILITY OBSERVABILITY

Finding APIs not running Full view of API Commercial version
FireTail library via landscape across IT fleet sends configuration and
network traffic, code success / failure events
repos & cloud APIs to cloud backend

ENFORCEMENT POLICY AUDIT

Authentication, APls can be analyzed for Full and centralized audit
authorization, validation, configuration settings trail of all APIs with
sanitization in code and security policy. AP FireTail library
security posture implemented. Search

management and set alerts.



LEARNING FROM
A DECADE OF API
DATA BREACHES




AND S0... APIs ARE ALSO A PROBLEM

> APl sprawl is a looming threat to our economy - APIs are becoming
the low-hanging fruit for attackers

> API Attacks grew 348% in Q3/Q4 2021
> Close to 1 billion (with a B) records at exposure risk since 2013

> “Vulnerabilities in apps handling APl data are the direct cause of
these breaches. Nothing else is to blame.”

https://techcrunch.com/2021/05/05/peloton-bug-account-data-leak/, https://web.archive.org/web/20210127101627/hitps://www.cloudvector.com/api-data-breaches-in-2020/, https://devops.com/api-
sprawl-a-looming-threat-to-digital-economy, hitps://devops.com/api-sprawl-a-looming-threat-to-digital-economy, Gartner
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BREACH DATA ANALYSIS

HIGH LEVEL STATISTICS

577M+ records breached
13M records per breach event
43 unique, documented breach/research events

Top attack vectors can be broken down into a few categories



Breach events by primary attack vector

Configuration

Injection
Governance .

Enumeration

Brute force Authentication

Authorization




ALMOST ALL
BREACH EVENTS
ARE LOGIC FLAWS




num records

mjecton _—dt

Governance

Authentication

Enumeration

Data exposure

Configuration
s

Authorization




ALMOST ALL BREACH
EVENTS ARE MULTI-
VECTOR




BREACH DATA ANALYSIS

A LITTLE BIT MORE...

. Not industry-specific - APIs are everywhere

. But some industries have had a huge breach impact recently
. Manufactoring (automotive)
. Technology (software)

. Hospitality (airlines, hotels, rental cars)



TRACK OUR RESEARCH

DATA AND ANALYSIS SHARED ONLINE

FireTail's APl Data Breach Tracker:
https://tiretail.io/api-data-breach-tracker



https://firetail.io/api-data-breach-tracker

HOW 10 PROTECT
YOUR ORG FROM
API BREACHES




CORE PRINCIPLES OF API SECURITY

S HETAIL

DISCOVERY

Finding APIs not running
FireTail library via
network traffic, code
repos & cloud APIs

ENFORCEMENT

Authentication,
authorization, validation,
sanitization in code

VISIBILITY

Full view of API
landscape across IT fleet

POLICY

APls can be analyzed for
configuration settings
and security policy. API
security posture
management

OBSERVABILITY

Commercial version
sends configuration and
success / failure events

to cloud backend

AUDIT

Full and centralized audit
trail of all APls with
FireTail library
implemented. Search
and set alerts.






Code & design phase: Pre-launch testing Runtime protection
1. Secure source code 1. Fuzzing test 1. Cover top 4 attack vectors
2. Vulnerability elimination 2. Logic test 2. D&R on central logs

Contextual awareness

1. Feed into CNAPP / AppSec

2. Integrate with SecOps

Pre-production (dev / test / staging) Production

©2022 FireTail Inc, All rights reserved.



FOCUS ON API
SECURITY AT THE
APPLICATION LAYER




API Call Data Visibility

VPC Flow Logs | WAF/API GW

Torget
Source
Auth Header _
Args — x| x
Req. Params _-
Req. Payload _—

Resp. Payload

App Logs

ANNAVYAVYAYANAYANAY



Breach events by primary attack vector

Configuration

Injection
Governance .
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APl SECURITY BY DESIGN

INTRODUCING FIRETAIL

> FireTail delivers hybrid APl security - agentless and agent-based

> FireTail delivers APl security libraries that can drop into application code

» The library enforces strong security posture and config
> Authentication (public vs non-public)
» Authorization (who can access what)
> Validation (what routes, methods and queries are allowed)
> Sanitization (Allowed data/types in and out)

> Enterprise use cases for info sec teams are discovery and central audit, plus API
security policy analysis (APl security posture management) and integration with
standard systems (ticketing, alerting, etc)



FIRETAIL OPEN-
SUURCE &
COMMERCIAL




GET TO KNOW FIRE TAIL

COMMERCIAL (FIRETAIL.APP) OR OPEN SOURCE (GITHUB)

o Ta i I C FireTail

(W Overview [J Repositories 53  [{] Projects () Packages A Teams 2 A People 10 |~ Insights () Security

Type ~ Language ~ ] New repository

G Continue with Google 14 results for public repositories sorted by last updated @ Clear filter

OR firetail-ruby-lib  Public

Riihv XTE 1 DI L2 N
Ruby 616 LGPL-3.0

Email address

firetail-js-lib ' Public

firetail-JS is a middleware for Express and Node development

nodejs api logging express|s

Password ©

5[3 LGPL-3.0 Yo sx?2

L

Forgot password?

Don't have an account? Sign up




IL;DR:

WHAT IS API SECURITY?
WHY SHOULD | CARE?
HOW DO | PROTECT MY ORG?




SAFETY OF MOST CRITICAL™ INTERFACES
BREACHES & ATTACKS ARE RISING
VISIBILITY -> PROTECTION -> AUDIT




START A FREE TRIAL WITH US SOON TO GET FULL API VISIBILITY & SECURITY

hitps://firetail.io


https://firetail.io

